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ABSTRACT

Currently, computers and the internet have become a crucial aspect of everyone's lives. Various applications can
send and store vast amounts of critical data. User-friendly programs are given for easy use. Various approaches
are developed to secure such apps. Authentication methods include textual passwords, graphical passwords, and
colour passwords. But these authentication techniques are vulnerable to a variety of assaults. Many times, the
username is simple, allowing the attacker to quickly remember it and guess the password. So in the suggested
system, we created three authentication systems that offer a secret username, a graphical password, and a colour
password. After verifying the graphical password, the user can enter the secret username and the colour password.
After successfully verifying three schemes, the user is able to access the application. So the new approach will
give strong security by combining graphical passwords with secret usernames and colour passwords.
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INTRODUCTION

In today's environment, all applications use an authentication mechanism for security reasons. However, they are
still employing the traditional approach of textual passwords. However, in most cases, the password can be hacked
and critical information taken. To give high security to apps, new techniques need be developed. The graphical
password is the best option for this. The hackers are unable to predict where the photos will be clicked.

The programs are only secured with passwords, although they can be secure with both a secret username and a
password. According to the study, people can retain graphical information for longer periods of time than
alphabetic information [9]. According to psychological studies, the human mind remembers visuals more easily
than letters or digits. Critical textual passwords must occasionally be written or stored, but graphical passwords
do not. Most low-literacy users also utilise various programs, and textual interfaces are inaccessible to them.

Many individuals can choose intricate textual passwords that are difficult to remember. Every time a user recalls
their password, they must priorities security over their necessity in order to complete their work. The secret user
name and graphical password are good options for alphanumeric passwords since they provide great protection.
The graphical password method is suitable for all types of users, including those with limited computer experience.
The user does not have to remember the precise coordinates every time. For this, a tolerance region should be
built around the pixel, allowing the user to select pixels near the recorded pixels. To choose small locations on the
image, use the image viewport. To save storage space, choose smaller image sizes.

Currently, the default authentication mechanism is alphanumeric passwords. Alphanumeric passwords are not
particularly safe or easy to remember. Another key point to note is that individuals have repeatedly recalled their
password. To complete their work, users must priorities security above and beyond their immediate needs.
Implementing secure and efficient authentication schemes is not simple. The transition to graphical passwords
necessitates the establishment of secure graphical password definitions in order to improve user convenience while
also limiting the number of successful attacks on such schemes. The purpose of a new authentication system is to
let users choose a secret username and a strong password. Graphical passwords are an alternative to alphabetic
passwords. Graphical passwords employ graphics or representations of images as passwords. Pictures are easier
for human brains to recognize than words. User Should effortlessly and swiftly complete the login process without
fear of shoulder surfing assaults.

RELATED STUDY
The most prevalent type of authentication is textual authentication. Several graphical approaches are also utilised
for authentication. Some of the existing systems are listed below.

Resistance to shoulder surfing attacks is a significant concern. [2] It proposed a superior text-based, shoulder
surfing-resistant graphical password system using colours. The method was created to avoid accidental logins in
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the system. The compelling feature [3] is added to the cued click location to generate a random password. The
strength [4] of graphical authentication systems is evaluated based on their performance. They genuinely compare
the traditional text-based password system to graphical password systems. They also present results showing that
graphical systems are more secure than traditional ones. Two authentication systems based on text and colours [5]
are used to generate graphical passwords. These methods are resistant to shoulder surfing. They also suggested
that the new scheme will be immune to shoulder surfing attacks. Two algorithmic approaches [6] based on security
requirements are outlined. The ways used to generate the session password are text and colour. Text passwords
pose significant security risks [7]. Session passwords are generated using the paired-based and hybrid textual
authentication techniques. It resolves all security difficulties with text passwords. The PCCP approach is utilised
for graphical passwords. The new approach known as secret drawing is used in conjunction with PCCP [11] to
ensure security.

PROBLEM STATEMENT AND PROPOSED SOLUTION

Once a password has been chosen and learnt, the user must be able to remember it in order to log in. However,
people routinely forget their passwords. People forget their passwords for various reasons, including decay and
interference. Items in memory may compete with a password, preventing an accurate recall. Passwords that are
not used frequently are more likely to be forgotten. A major difficulty is that people have many passwords for
computers, networks, and websites. The huge number of passwords increases interference and is more likely to
result in password forgetting or confusion. This suggested solution is based on three authentication schemes,
which operate together to give increased security to the system or application. During the verification step, the
PCCP, Grid-Based, and Color-Based authentication schemes provide three layers of security. The first layer has
PCCP; the second layer contains Grid Based Authentication; and the third layer contains Colour Based
Authentication.

If a user is successfully verified by the first layer, i.e. PCCP, it gains access to the second layer. If a person is
successfully verified in the second layer, which is Grid Based Authentication, he or she gains access to the third
layer. In the third layer, Colour Based Authentication, if the user is successfully verified, he or she is then granted
access to the application or system. The proposed system provides 3D (three-dimensional) security to the
application. This system is designed to provide robust security by utilising a grid-based authentication technique
for usernames, graphic passwords, and color-based authentication.
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Figure 1: System Architecture
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RESULTS ANALYSIS

Figure: 2 shows the time required for username and Figure: 3 shows the strength of graphical password.
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Figure 3: Graph showing strength of graphical password

CONCLUSION

The system provides great security through the use of a secret username, graphic password, and colour password.
The secret username can be provided by a grid-based system, graphical password authentication can be provided
by using PCCP, and colour passwords can be provided by a color-based intent city matrix. These systems are
resistant to dictionary and brute force attacks, as well as shoulder-surfing. The suggested approach addresses the
numerous issues with the existing authentication mechanism. It can also help users with security by providing a
secret username, graphical password, and colour password. This system will function as an algorithm for future
authentication schemes.
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