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ABSTRACT

Now days the global organization faces many changes. In current time, Whole Word shifted to internet and strong
data security techniques is required for secure transmission of important and confidential data. Cryptography
techniques are playing important role for providing security to such important data. There are lots of research done
in the field of cryptography, but still, it is one of the most important and promising area of research. On the basis of
study and review we found that RSA algorithm is one most popularly used algorithm. But this cryptography
techniques involve a number of issues is to achieve higher security. Among the various issue time complexity is one
of most crucial issue. In this paper, a new improved and faster RSA algorithm has been Proposed and implement for
protect important data.

Keyword - Security, Cryptography, RSA, Encryption, Decryption.

INTRODUCTION

The network security plays an important role in area of network development. With rapid growth in uses of internet,
network security became a major concern for every organization. In this information age, the network security issue
is increasing day by day. Security issue becomes crucial when communication is done by any information via an
unsecure channel. In addition to this number of hackers and viruses are rapidly increase. This data may be
containing payment transaction information, financial data, and confidential information of organization or nation.
Security is crucial whenever a common man pay any bill online, a normal user select ATM for withdraw money or
any company or nation policy.

Many academics and experts worked together to develop basic policy and standard principles and procedure for
security like antivirus software, password protection and firewall etc. Various corporate organization, governments
departments, social media platforms, school and academics institute and other organization have too much amount
of data of their client, students, employees, supplier etc. Security of this data is very important for organization even
a minor mistake or leakage can damage reputation of organization. In this situation, cryptography techniques are
playing important role for providing security to such important data. [1]

The concepts of cryptography were born out from the requirement of transfer of sensitive information or data
through unsecure network, in cryptography, sender is used a secret key to encrypt data and other hands receiver used
same or a different key to decrypts data. In this case, only receiver can understand the information. There are
number of cryptography algorithms are available now, but still RSA Algorithms is one of the most popular and
widely used algorithm for securing of information. In 1977, three scientist Ron Rivest, Adi Shamir and Leonard
Adleman develop this algorithm. For creating name of algorithm, they use first letter of all three scientist.
Encryption speed of RSA algorithms high but decryption speed is very low. Overall, it takes higher time for
completion of algorithms. In this paper, to address these issues and offer the solution an improved RSA algorithm
has also discussed.

RELATED STUDY

In order to give the concealed information dual protection and make it compressible and invisible to others, Yang
Ren-er, ZhengZhiwei, Tao Shun, and Ding Shilei [12] introduced the DES algorithm for encryption in addition to
the LBS technique. The DES algorithm was the research's issue. These days, it breaks easily.
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The writers, Mr. Madhusudhan Mishra, Mr. Gangadhar, Tiwari, and Mr. Arun Kumar Yadav, [13], have employed a
novel method. In addition to the F5 algorithm, the author has employed the RSA algorithm for encryption. The
author has also employed two tiers of security, first utilizing a cryptography key and then a stego key, to conceal the
encrypted message in the lower image.

Nidhi Sharma, Manu Devi, [14] the suggested system LBS steganography was employed by the author to embed
images. The PSNR has been estimated by the author to improve image quality, and the calculation process has also
been explained. The quality of the stego image increases with the PSNR value. The primary goal of the study was to
create a new and improved method of data concealment. The primary goal was to completely impenetrable from the
inside of the encrypted message.

The proposed paradigm by Phad Vitthal S., Bhosale Rajkumar S., and Panhalkar Archana R. [9] provides two levels
of security for confidential information. Additionally, our suggested approach provides high embedding capacity
and high-quality stegoimages by encrypting the secret message using the advanced encryption standard (AES)
algorithm and then hiding the encrypted message in a true color RGB image using pixel value differencing (PVD)
with least-significant-bit (LSB) substitution.

PROPOSED SOLUTION
The Proposed Improved RSA algorithm has following steps:
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RESULTS ANALYSIS

In this section, performance of proposed improved RSA algorithm is evaluated. Additionally, a performance
comparison with traditional RSA algorithm has also been presented. To evaluated performance overall or total time
taken parameter has been considered.
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Figurel: Time Consumption Comparison
Figure 4.1 shows the time consumption by Traditional RSA algorithm and proposed improved RSA algorithm.
According obtain result, time consumption by proposed improved RSA algorithm is lesser than Traditional RSA
algorithm. This compare shows that performance of proposed improved RSA algorithm is better than Traditional
RSA Algorithm.

CONCLUSION

The aim of proposed work is to propose a new faster version of RSA in such a manner that the time consumption
would be less as compared to the traditional RSA algorithm. we have done this by focusing the basic concept of
cryptography and the key management schemes. Additionally, review and study of various cryptography algorithm
is also done in brief. In this study we understand and analysis the advantages and disadvantages of some most
widely used algorithms. On basis of this study a research gap is identified and the problem was formulated. In this
research we found that time taken by traditional RSA algorithm is higher due to slow decryption speed. To
Overcome this limitation of RSA algorithm, propose a improve and faster version of RSA algorithm including
encryption and decryption algorithm. To evaluated the time consumption of proposed algorithm, proposed algorithm
implemented in Java. Additionally, a performance comparison with traditional RSA algorithm has also been
presented. According obtain result, time consumption by proposed improved RSA algorithm is lesser than
Traditional RSA algorithm. This compare shows that performance of proposed improved RSA algorithm is better
than Traditional RSA Algorithm.
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