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Abstract 
This paper discusses informat ion security and safety issues in public open spaces.  Public open spaces may include 

high streets, street markets, shopping centres, community gardens, parks, and  playgrounds , each of which plays a 

vital role in the social, cultural and economic life of a  community. In this paper we introduce the term CyberPark ,  

which refers to an outdoor public place mashed-up with various ICT tools. Security and safety in public places may 

include video surveillance of movement and the securing of informat ion and location based service. In this paper, 

we provide an overview of secured information in communications between user end devices and service providers.  
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Introduction 
Cities offer various kinds of public places, and these are created for different targets. There are public places for 

students and others on academic campuses, for visitors to historical sites, and for families and tourists.  Public open 

spaces that are supported by various kinds of modern informat ion communication technologies are called 

Cyberparks [16]. The major goal of using informat ion communication technologies a CyberPark is to promote better 

use of the outdoor environment. Nowadays, we are witnessing many developments in internet technologies and 

communicat ion that are providing connectivity services to users on their personal computers, smart phones, tablets 

and other mobile end devices. Many users use internet technologies for storing private data; planning travel by bus, 

train or plane; and shopping. Furthermore, internet technologies are used for communication in business, the 

military, medicine, education [18], and government and public services.  Over the last decade, as well, crime in 

virtual life has increased. Some people use internet to attack others.  Cyber attacks are performed through internet 

networks that target individual machines, mobile end devices, communications protocols, or smart phone application 

services, in order to acquire private information. Cyber attacks are  performed by spreading malware, by creating 

phishing web sites, and  by other means[6, 7]. The attackers, also known as hackers, carry out attacks for different 

reasons and with different motivation. Typically, they attempt to gain sensitive information regarding the victim. 

Cyber criminals Information and information systems [1,4,5,9].  

The next section presents an overview of, and discusses techniques to counter, various cyber types of cyber attacks, 

which can involve the use of malware like computer viruses, worms, Trojan horses, spyware and adware, as well as 

denial-of-service attacks, phishing, and man-in-the-middle attacks [10,12].  Cyber security aims to prevent 

unauthorized access to digital devices like PCs, laptops, and smart mobile phones, as well as to wireless 

communicat ion protocols and wireless routers. Web browser’s privacy protocols mostly have default settings that 

can be affected by malware attacks by allowing communicat ion with cookies and other applications that contain 

informat ion about internet activity. For instance, many  smart phones include a GPS that knows the device’s current 

location. Cyber attacks use smart phone apps to track online activ ities and users plans.  

This paper is organized as follows:  Section 2 introduces information security strategies. Section 3 introduces the 

security model.  Sect ion 4 introduces the security concept. Section 5 concludes the paper. 

 

Information Security Strategies 
This section introduces various informat ion security strategies that have been proposed to ensure the safety of 

mobile end users in CyberParks. The private information of CyberPark visitors should be secure. Many web services 

and smart phone applications incorporate a user’s location in order to offer relevant informat ion. Some mobile 

services use the smartphone’s location to offer directions, public places, or to offer other location-specific 

informat ion to the user. Furthermore user’s location can be determined by using social media services like  Twitter, 
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Instagram, and Facebook. Fo llowing are some informat ion security strategies have been proposed to secure 

informat ion [12].  

 

Authentication 

Authentication refers to process of obtaining a confirmat ion that a user who is requesting a service, is a valid user. It 

is accomplished via the presentation of an identity and credentials, such as passwords, one-time tokens, digital 

certificates, and phone numbers (calling/called) [3].  

 

Authorization 

Authorizat ion refers to the granting of specific types of service (including "no service") to a user, based on their 

authentication. The process may involve restrictions, for example time-of-day restrictions, physical location 

restrictions, or restrictions against multiple logins by the same user.  Examples of services include IP address 

filtering, address assignment, route assignment, encryption, QoS/differential services, and bandwidth control/traffic 

management. 

 

Network Access Server (NAS) 

A network access server (NAS) is a service element that clients dial in order to get access to a network. The server 

usually has interfaces both with the backbone and with the telco (POTS or ISDN) and receives calls from hosts that 

want to access the backbone via dialup services. A NAS is located at an internet provider's point of presence to give 

their customers internet access [2].  

 

Four-Way Handshake 

The authentication process involves two considerations [7]:  

The service provider still needs to authenticate itself to the client and keys to encrypt the traffic needs to be derived.  

The earlier EAP exchange provided a shared secret key, the pairwise master key ( PMK). This key is designed to last 

an entire session and should be exposed as little as possible.  

 

Extensible Authentication Protocol (EAP) 

This is protocol [8] is based on the point-to-point protocol (PPP) and facilitates remote authentication. The  EAP 

allows for end-to-end authentication between a mobile station and an authentication server (AS). The EAP is a 

generic protocol that allows different authentication mechanis ms (called EAP methods) to be transported.  

 

PGP Encryption/  Decryption  

Nowadays, the PGP is in common use. During encryption in PGP the plaintext is first compressed, to reduce 

message transmission time and to increase security. Compressing the plaintext increases security against 

cryptanalysis. PGP decryption is the reverse process us ed by message receiver. The receiver decrypts the session 

key using his or her private key. Then, the PGP uses the same key to decrypt the plaintext. In addition to text is 

visual cryptography is used for image encryption, The image is divided into transparencies, which are sent to the 

user at the receiving end they are decrypted to get the original image [14].  

 

Security Models  
To implement information security policies and safety in CyberParks [16], security models are needed that lay out 

guidelines for securing information and communication. CyberPark security models are based on formal models of 

access rights to smart phone applications and web services. This paper introduces a system model that is based on 

adaptive agents to increase security and safety in CyberParks. Visitors to the CyberPark can use various information 

technology applications: cell phones, web services, and interactive digital maps to obtain information about the 

CyberParks. An adaptive agent recognizes the applications that being used, and a mobile agent platform [17] creates 

mobile agents to serve the CyberPark v isitors. By monitoring the behavior of users, detection systems ensure 

informat ion privacy. 
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Mobile Agents Tasks 

A mobile agent aims to fulfill user’s preferences based on a  dynamic environment.  The mobile agent’s structure is 

divided to three parts, as follows: 

Source code: The program consists of several classes to define the agent’s behavior. In the source code, we create 

the backbone of the agent, which contains the basic rules. The agent then grows and develops itself according to the 

requirements of its environment.   

State: The agent’s internal variables enable it to resume it is activities when it is found to be in one of the following 

states: Offline (sleeping, in an evolution process), Online (awake), Busy, Waiting (standby), or Dead.  

Attributes: Attributes consist of information describing the agent, its movement history, its resource requirements, 

and authentication keys 

 

Secured communication protocol 

In order to mediate useful tasks, we use a communicat ion model to establish communication between mobile end 

users and the CyberPark service provider. The agents in the system should be able to understand each other, and 

they should use the same message transport protocol. Messages are a data oriented communication mechanism, 

generally used to transfer data between processes Messages are either asynchronous or synchronous .  

 

Roaming in CyberParks 

The term "roaming" originates from the context of GSM. Traditional GSM roaming is defined as the ability of a 

cellu lar customer to automatically make and receive voice calls, send and receive data, or access other services, 

including home data services, when travelling outside the geographical coverage area of the home network, through 

the use of a visited network. Furthermore, roaming refers to the ability to move to a foreign service provider's 

network. It is, consequently, of particu lar interest to international tourists and business travelers (international 

roaming).  

 
Figure 1: System Model 
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Concept of Secured Information 
Authentication Form 

To increase information security, users need a password to log in. The system starts the identification process and 

creates a mobile agent for each user, as shown in Figure 2.  The mobile agent is responsible for communication 

security in the system. 

  

Log in

New user

Registration

Identification

yes no

User name

Password

Create mobile agent

 
Figure 2: Authentication Process 

 

Es tablishing a Protocol  

Messages are a data oriented communication mechanis m [15]. Request/ response message will be used to transfer 

data between a user end device and a service provider.  Two kinds of message are used in the model.  

 

 Inform message: The Inform message includes the mobile device ID and the kind of information requested. 

 Re-inform message: The Re-inform message includes information about Cyber Park resources. 

 Request message: the request message includes the sender’s name, a time stamp that indicates the time  the  

request message was generated, the receiver’s name and the requested resource. 

 Response message: The response message includes the sender’s name, a t ime stamp, and the requested 

resource. 

 

Secure Services 

CyberParks provide various resources and services. Visitors to CyberPark should be registered in order to manage 

the CyperPark’s resources.  Figure 3 illustrates the CyberPark’s resources and services. To increase  information 

security communication between the mobile end user and service should be aware.  It is necessary to checking the 

identity of the communication parties before establishing communicat ion and allowing users access to informat ion. 

Some users will fo llow a conventional scheme to access secure informat ion; namely, they access CyberPark services 

with a password. Every user is allocated a mobile agent called a home agent. The home agent creates a new PIN 

number to access  services. The PIN number is a password shared between a user and a system that aims to 

authenticate the user to the system. 
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Figure 3: Resource control 

 

Cyber Security And Privacy 
It is important for CyberPark visitors to keep their location secret [13]. The privacy approach aims to protect private 

position informat ion , as shown in  Figure 4. The mobile agent works to hide the identity of the user and his or her 

activity in CyberPark services while the location for the user is visib le. Th is prevents a cyber attacker from detecting 

the location of users. 

 

 
Figure 4: Information Security 

 

Conclusion 
It is important for CyberPark visitors to keep their location secret [13]. The privacy approach aims to protect private 

position informat ion , as shown in  Figure 4. The mobile agent works to hide the identity of the user and his or her 

activity in CyberPark services while the location for the user is visib le. Th is prevents a cyber attacker from detecting 

the location of users. 

. 
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