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ABSTRACT 
The cloud computing is the most awaited technology for the data owners so that they can securely outsource their 

data on the cloud. This allows them to retrieve the information from any part of the globe.   

 

Today’s cloud support multi owners to share their data among users securely. In our paper we have proposed a 

protocol called Privacy Contingency Hierarchy Multi-keyword Search (PCHMS) which is used in multi-owner 

cloud model. Dynamic key generation prevents the attackers from hacking the secret key. 
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INTRODUCTION  
“The practice of using a network of remote servers hosted on the Internet is to store, manage, and process data, 

rather than a local server or a personal computer” is known as Cloud Computing. 

 

Cloud computing provides the rich benefits like easy access, reduced costs, fast distribution and flexible resource 

management etc. 

 

Enterprise of all sizes can act effectively on the cloud to increase conception and collaboration. Regardless of 

voluminous benefit of cloud computing all types of enterprises disinclined to outsource the sensible data such as 

e-mails, personal records and confidential files to the cloud. As soon as the sensible data in contract to work out 

on the remote cloud, the owners loose the direct control of data. 

 

Virtualization and firewalls are the mechanisms used to provide security provided by the cloud service providers. 

The data is not hidden from the service providers, because they have full control on the infrastructure of the owner 

data, hardware and software.  

 

The key problem is the searching of plain text keywords, as it relies on the traditional encryption techniques. A 

protocol called “Privacy Contingency Hierarchy Multi-keyword Search” (PCHMS) is used in multi-owner cloud 

model. Normally, for the secure search both keywords and trapdoors are used systematically as a novel secure 

protocol with different encrypted files and keywords. To prevent the owner data from hackers we are using 

Dynamic Privacy Key Generation Protocol. 

 

PROBLEM STATEMENT 
In this paper, we describe the conventional problem, and the threat model. Here we predefine the system model 

with respect to threat model. Then goals of our design will make clear about the problem. 

 

System Model 

The four entities of the multi-user and multi-owner of the cloud computing model are: 

1. Data Owners 

2. Cloud Server 

3. Administration Server 

4. Data Users 

 

 
Fig. 1: Architecture of Privacy Contingency Hierarchy Multi-keyword Search in Cloud Computing 
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Let F be the group of files. 

I- searching Index. 

W- Keyword.. 

C - Encrypted files. 

K –Parameter to be passed to the server. 

 

By sending the parameter K and top-k relevant files from the cloud server by decrypting we can improve the file 

access and reduce the communication cost. 

 

Threat Model 

Here cloud server is not trusted, Administration Server is trusted. Once the data owners and users pass the 

authentication from the Administrative server, it can be treated as trusted. Here the efficiency of the server is not 

concentrated, the contents of files, keywords are to be considered.  

 

DATA AUTHENTICATION 
In traditional authentication method, the process of authentication is shown in three steps: 

 
Fig 2:  Traditional Method for generating Secret Key. 

 

The major setback for the above method is that the secret key is unchanged which is shared between Requester 

and Authenticator. The identification of the legal requester is difficult when the hackers hack the secret key. 

 

Solution to the above said problem is by introducing the Dynamic Key Generation and Authentication Protocol. 

To understand this approach let us consider the above scenario with an example. 

 

Ram wants to be authenticated by Administration Server, the server authenticates Ram by giving the initial key 

as in traditional approach. In our proposed approach, Ram has to provide the historical data of their conversations, 

based on the historic data of Ram, the protocol goes on updating the secret key contents which attacker cannot 

start a legal conversation with administration Server. 

 

 
Fig. 3. Dynamic Key Generation 
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User Authentication 
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Fig.4: Format of Authentication Data 

 

The counter fields keep tracks of number of users submitted the request. The last Access filed holds the last 

accessed time to the network by the user. Personnel data of the user is stored in the Historical Data filed. Random 

Number and the CRC is used to check any tamper had been attempted by the attackers. 

 

FUTURE WORK 
Encryption technique is used to prevent the cloud server from knowing exact search words from the data file. In 

our research we are going to propose Complementally Order and Privacy Uphold Functions (COPUF) protocol 

which we are implementing on commercial clouds. The data owners can easily choose any family members of 

COPUF for their encryption. 

 

CONCLUSION 
To authenticate data users and to find attackers from stealing the secret key, a new kind of Dynamic Secret Key 

generation Protocol for the authentication purpose has been proposed in this paper. The search is based on 

Hierarchy of search results to preserve the scores and the keywords of the files. 
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