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ABSTRACT

Cloud computing [i] architecture provides the services for client’s on-demand. It made users not to hold on any
hardware requirements and complexities for maintenance. The widespread problem associated with cloud
computing is data privacy. Existing system has attribute based encryption (ABE) which assigns keys for each
registered clients, but the computational cost is very high and the other model is tree based key management that
is designed for secure and flexible key management. In this model there is leakage for key generation and
distribution. So we propose a system which uses quantum key distribute on and advance encryption standard for
the users to provide confidentiality by hiding all the useful information while transferring data.
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INTRODUCTION

Cloud computing [i, ii] is a type of internet based computing which provides the resources and the data to the
computers when needed. The sharing of computing resources rather than sharing with the known servers and
storage devices, it can be stored in unknown and secured devices using cloud computing. The cloud computing is
categorized into parallel computing, cluster computing, distributed computing. All these patterns is categorized
based their usage patterns. Cloud computing provides 3 service models which involves,

1) Software as a service (SAAS): The client can use the required software by paying small amount to service
provider rather than buying them, it provides the organization to access business functionality at an
affordable price that is less than licensed application, since software as a service payment is based on
monthly fees.

2) Platform as a service (PAAS): Platform as a service does not completely change the business
infrastructure instead a business depends on PAAS providers for key services, such as java development
or application hosting. It transfers the application over the internet, cloud provider provides hardware
and software tools to its users as a service.

3) Infrastructure as a service (IAAS): It provides access to computing resources in a virtual environment
across a public connection. It provides online services and the details of the infrastructure which includes
physical computing resources, location, partitioning of the data, scaling, security, backup etc

There are various types of security and privacy attacks in cloud computing. Some of the common types of attacks
are,

1) XML signature wrapping attack: In this attack the organizational rights of the cloud user can be created,
omitted, and also the images can be altered.

2) Cross site scripting attack: In this type of attack attackers will add a fragment of code into the web
application to take over the mechanism of access control.

3) Flooding problems: when the harmful user sends any request to the cloud, the server gets overloaded by
creating unwanted data requests in the cloud. This is done in order to extend the amount of work of cloud
servers by using the huge amount of resources.

4) Denial of service: In this type of attack the harmful code is added into the browser so that it opens many
windows. This prevents user access to servers.

5) Data stealing problem: here the user account details will be stolen using some techniques, so in order to
prevent such type of attacks, additional values should be added during authentication. This value will be
given to the right user by sending a message and thus moderate the issue of data confidentiality.

The shared data will be secured using cryptographic security mechanism and are followed in many cloud
environments. Cryptography is a technique which provides security for data communication when transmitted
between two parties. It analysis different protocols that avoids public from reading the personal messages. It
provides different security aspects which includes confidentiality, integrity, authentication, and non-repudiation
for data. In order to prevent the unauthorized access to sensitive information, cryptography uses protocols,
algorithms and some strategies to securely transfer the data and it also verifies each and every component in a
communication. Types of cryptography includes
1. secrete key cryptography
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2. public key cryptography
3. hash functions

The main concern in cloud is data security, so the cryptographic service providers provides an individual security,
attribute based encryption which is used in cloud environment and social network that permits the clients to
involve in two or more groups , where the key is computed for the clients by using logical expressions.

The main disadvantage here is computational cost and rekeying. Clients are grouped with respect to their roles in
which the clients can access a selected type of data only. It is also possible for two groups to view the same data.
We overcome the issues of data security in cloud.

PROPOSED SYSTEM

In this paper we propose for the multiple entity key management and encryption is required, in this we come
across the issue of data security while transferring data to cloud. a quantum key will be generated for the clients
and to the groups by the cryptographic service provider(CSP). The user authentication is provided by 8bit random
number key generation that will be sent to personal mail account of the client. The administrator will provide the
access for the data storage. Access for the groups is based on the type of the file shared by the user to the cloud
database.

After selecting the file that has to be transferred, then the user will be provided with the quantum key and the IP
address to store the data. After file is successfully transferred to the database, it gets decrypted only when user
access the file.

ALGORITHM:
Stepl: client login to cloud
Step2: client selects a file (F)
If F=1 then move to step 3
Else
F is discarded
Step3: client request CSP for cryptographic service
Step4: N=file size (F), is used as input to generate quantum keys
Step5: file size is split into 2 values (V1 and V2)
Step6: V1 and V2 are computed to produce quantum key
K1=V1 mod [number of digits in N]
K2=V2 mod [number of digits in N]
Step7: k1 and k2 are used to encrypt the file (F)
Step8: the encrypted file is sent and stored in cloud.
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Figure 1: Flow Chart of the Proposed System
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Figure 2: Log-In Form

The user registers their details and for authentication purpose. The user then have to login with the help of login-
form the user enters the required credentials such as user name and password for a successful login
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Figure 3: Provider Form

Figure 3 represents the provider form the user can select the file, if it is a valid file then the user can proceed
further taking the file as an input and quantum key will be generated. By using this quantum key distribution the
file will be encrypted. If the file is not valid then a pop-up message appears stating “User can’t share this file”.
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Figure 4: IP address form

Figure 4 represents the IP address form which provides the location for encrypted file to store in the cloud. The
storing file can be given with the file permission that may be private, public and protected. It also provides the
details of previously uploaded files
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CONCLUSION

Cloud computing permits the consumers to use the applications without any installation process and allows the
users to access the files at other systems through the internet. Data security is the main problem. To overcome
from this problem, we use quantum-cryptography-as-a-service (QCAAS) which uses an quantum advanced
encryption standards and provides quantum cryptographic keys to secure the file from any kind of security issues.
This project involves both Cryptographic Service Provider (CSP) principles and Quantum key Distribution
mechanisms.
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