THOMSON REUTERS

[SARPONG et al., 8(8): August, 2021] ISSN 2349-0292
Impact Factor 3.802
GLOBAL JOURNAL OF ADVANCED ENGINEERING TECHNOLOGIES AND
SCIENCES
CAN WE BE FRIENDS? MATCH-PAIR ME IF WE HAVE ENOUGH ATTRIBUTES IN
COMMON
Solomon SARPONG
Department of Biological, Physical and Mathematical Science, School of Natural Resources and
Environmental Sciences, Somanya, Ghana

ABSTRACT

In order for some persons to make friends, they indulge in social networking. Since the advent of matchmaking on
social networks, many protocols have been proposed. However, security and privacy of users’ attributes are the main
concerns in most of the existing matchmaking protocols. Also, much consideration has not been given to how many
attributes users should have in common before they are matched. Furthermore, only the initiator knows the common
attributes they have in common. These issues inhibit the full patronage of mobile social network by some persons as
it encourages malicious operations. In lieu of these, this paper proposes protocol that is robust against the upmentioned
security issues. In this protocol, the initiator sets a criterion for a match-pair to be made. Only users that meet this
criterion qualify to be match-paired. Furthermore, in order to ensure privacy of users’ attributes, the attributes are
exchanged only when they are match-paired and disclosed to the matched-pair only. The protocol can resist semihonest
and malicious attacks.
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INTRODUCTION

Private set intersection is used when two users with sets want to know the intersection of their sets without disclosing
any other information in their sets apart from the content of the intersection. In some cases, there arises the need for
two or more parties to exchange information in some situations. The parties may be willing to exchange the
information or maybe under compulsion. In any of these cases, the information should be shared in such a way that,
neither parties gets to know more information than they are entitled to. This brings to the fore the need to use private
set intersection (PSI). Usually in such information sharing scenarios, one is looking for the information and the other
maybe be willing or under compulsion to share it. Hence, the problems encountered are; how can the sharing be done
such that the persons involved learn no (or minimal) other information beyond what they are required to and
practically, how can it be done [1]. In a situation where two parties have independent set of attributes and want to find
their common attributes, this should be done such that, no other information is learnt by any of them apart from what
they have in common. To the best of my knowledge, apart from the protocols in [2], [3], [4], [5], [6], most of the
existing proposed matchmaking protocols match-pair the users without checking if they have enough attributes to
make them a good pair. Furthermore, in these protocols the best match is an individual with the maximum number of
common attributes with the initiator. These protocols do not allow the initiator to find a pair that has enough attributes
common attributes. It can be observed that in these protocols, a matched-pair may not have enough attributes to be a
good pair. However, the matchmaking process in (Sarpong et al., 2015), (Sarpong & Xu, 2015), (Sarpong & Xu,
2014), (Sarpong & Xu, 2014) and (Sarpong & Xu, 2015) address this issue by setting a criterion for matching. As a
further improvement on these, the protocols in this paper proposes is efficient and privacy-preserving matchmaking
protocol. This paper proposes a protocol that is efficient as the person looking for a matching pair sets the minimum
number of common attributes s/he should share with another to qualify as a match-pair. Also, when the protocol ends,
they get to know only the number of attributes the users have in common. Furthermore, the protocol is privacy-
preserving as only the user(s) that has the most number of attributes in common with the initiator gets to know the
actual type of attributes.

RELATED WORKS
A private matchmaking protocol is an aspect of private set intersection (PSI). Variants of PSI can be found in [12],
[13] and [14]. In Oblivious transfer (OT) protocol, a server transfers items to a client, the client then chooses the items
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s/he wants but keeps the choice secret (client does not know anything about the other items). That is, the protocol is
one-way. PSI protocols can be constructed from OT [15] and [16]. As improvement on these protocols, [1] used
threshold cryptosystem to solve set matching problems. Different forms of PSI can be found in (Ateniese, et al., 2011),
[18], [19] and [20]. There was the implementation of PSI and private cardinality of set intersection protocols in
protocols based on oblivious pseudo-random function [16]. Using efficiently secure protocol for set intersection and
pattern matching, [21] securely computed set intersection functionality based on secure pseudo-random function
evaluations. This is in contrast to previous protocols that are based on polynomials. In addition, utilizing specific
properties of Naor-Reingold pseudo-random function, a secure pseudo-random function evaluation in order to achieve
secure pattern matching is achieved. In [22], there is an improvement in oblivious pseudo-random function. Using
threshold cryptography in PSI, [23] proposed a PSI protocol in which the intersection is satisfied if it is greater than a
threshold agreed on. [24] used commutative encryption to achieve PSI and cardinality of set intersection. This has the
property that Ek1 [Ek2 (x)] = Ek2 [Ek1 (x)]. They demonstrated that the same encryption can be achieved by using
two private keys k1 and k2 despite the order of encryption. [14] also demonstrated that commutative encryption
function can be achieved with the power function fe (x) = x emod p. A commonly related disadvantage of this method
is that it often provides a weaker security [25]. The problem of matchmaking has been how best to protect users’
privacy. To address this pertinent issue, some protocols in matchmaking have been proposed. These protocols are
categorized as: the use of a trusted central authority [26], [27] and (Li et al., 2008); the distributed technique [3], [29],
[30], [31], [32], [33] and (Wang et al., 2012); and the hybrid technique (Wang, Li, et al., 2013), (Sarpong & Xu, 2015),
(Sarpong et al., 2016), (Sarpong & Xu, 2014), (Sarpong & Xu, 2015), (Sarpong & Xu, 2014), [10] and [36].

MATCHMAKING PROTOCOL

The proposed matchmaking protocol is based on the one proposed by [14] with some modifications. These
modifications are to make it more secured and guard against would be attacks inherent in it. In this protocol, it can be
observed that Alice and Bod may not have any common attributes or their common attributes maybe too small to make
them a good matching-pair. When this happens, they may not want to continue with any further communication.
Hence, this matchmaking scheme would have leaked individual private attributes even though they are not matchpair.
Furthermore, the attributes are sorted lexicographically hence, if any of the persons in the matchmaking protocol
maliciously randomizes the attributes, the other cannot compute the intersection set whilst the other can (Sarpong et
al., 2015). In order to avoid these, we propose a protocol that is efficient, secure and ensures the privacy of users’
attributes. In order to maintain the security and privacy of users’ attributes, these privacy levels are considered
(Sarpong et al., 2016); Privacy level 1: At the end of the protocol, the initiator and the candidate(s) mutually learn
their intersection set. An adversary learns nothing. Privacy level 2: At the end of the protocol, the initiator and the
candidate(s) mutually learn the size of their intersection set. An adversary learns nothing. Privacy level 3: At the end
of the protocol, the initiator and the candidate(s) with at least AThreshold number of attributes will mutually learn
the actual attributes they have in common. An adversary learns nothing. This proposed matchmaking protocol consists
Alice (the initiator) and a set of other candidates. Alice wishes to form a match-pair with a candidate that has enough
attributes with her. All the persons in this matchmaking protocol can communicate with the Bluetooth or WiFi on their
phones. To be a match-pair of Alice, the candidate must possess a minimum threshold number of common attributes.
When the number of attributes common to all the persons in the protocol is at least the threshold set, Alice and the
candidate(s) exchange their attributes. However, if the number of attributes common to Alice and the candidate(s) in
the protocol is less than the threshold set, they do not become a matching pair. Hence, only the number of the attributes
common to both of them will be compromised but not the actual attributes. In this protocol, all computations are done
with modulo p where p is a safe prime. Furthermore, in this protocol two attributes are the same if they are semantically
the same. Assume Alice has attributes A = (al, a2, ..., an) and each of the candidates have Ci = (cli, c2i, ...,
cni) attributes. Alice chooses a random number kA; likewise, each candidate chooses a random number kci . These
random numbers are chosen from a range of [1, g — 1] and q = (p — 1) 2 /. They agree on a collision resistant
cryptographic hash function, /(). Each of them create a and RSA-key pair. Alice creates (e4, dA ) and makes eA
together with her username public. Also, each candidate creates an RSA-key pair (eci , dci ) and makes eci together
with the username public. Alice exponentiates each of her attributes with her random number and hashes the output
and sends to each candidate. Each candidate also exponentiates his/her attributes with the random number and hashes
the output and sends to Alice. Alice uses the random reordering function A to reorder the values she received from
each of the candidates in step 2 to have, Y = {h(b1) kAkci, h(b2) kAkci, . . ., h(bn) kAkci} which she sends to each
candidate. With the random reordering, mci , each candidate computes Zi = {h(cli ) kci kA, h(c2i) kci kA4, . . .,
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h(cni) kci kA} and sends to Alice. Algorithm: Matchmaking Protocol for Computing the Intersection of Attributes
Input: Private set of Alice, A=(al,a2,...,an), achosen random number kA, RSA-key pair (e4, dA ) and a random
permutation A, Alice makes eA public. Private set of the candidates Ci = (cli, c2i, ..., cni); chosen random
numbers kci , RSA-key pair (eci , dci ) and a random permutation rci . Each candidate makes his/her eci public. 1.
Alice does the following computations {i(al) kA, h(a2) kA, . . ., h(an ) kA} and sends to each candidate 2. Each
candidate does the following computations {(cli) kci, h(c2i) kci, . . ., h(cni) kci} and sends to Alice. 3. Alice uses
her random permutation 1A to reorder the values she received in step 2. After computing the reordering, she sends Y
= {h(cli) kAkci, h(cli) kAkci, . . ., h(cli) kAkci} to each candidate. 4. Each candidate uses the random permutation
mci to reorder the values they received in step 1. After computing the reordering, s/he sends Zi = {h(al) kci kA, h(a2
)kci kA, ..., h(an) kci kA} to Alice. 5. The intersection Y N Z is computed by each of the persons in the protocol.
The computation of Y N Z makes them know the number of attributes they have in common. In step 5, when Alice
and each candidate compute the intersection Y N Z, the number of attributes common to all the persons in the protocol
will be known by each of them (only if Y N Z is not an empty set). A candidate and Alice become a match-pair if the
intersection Y N Z is at the minimum threshold set by Alice. With the minimum threshold number of common
attributes achieved, Alice and the candidate(s) exchange their random permutations. Alice sends the random
permutation to the candidate(s) by sending signeci (usernameAlice|wA ). Also, the candidate(s) send the random
permutation to Alice by sending signeA (usernamecandidate(s) ||mci ). After they have successfully exchanged
their random numbers, the actual attributes common to all the persons in the protocol will be known by each of them.

SECURITY ANALYSIS OF THE PROTOCOL

In steps 1 and 2 of the algorithm, Alice and the candidates receive exponentiated and hashed attributes from each
other. Hence, this makes it computationally impossible for the candidate(s) to map A(ai ) kA to ai . As a result, even
if the candidate(s) happens to know kA, the candidate cannot compute ai from A(ai ) kA in polynomial time. In like
manner, Alice receives exponentiated and hashed attributes from the candidates. This makes it computationally
impossible for Alice to map A(cli) kcito cli . Even if Alice knows kci , she cannot compute cli from A(cli) kci in
polynomial time. Furthermore in steps 3 and 4, given the values {h(cli) kci kA, h(c2i) kci kA, . . ., h(cni) kci kA}
Alice received from the candidates, she cannot compute (cli, c2i, ..., cni) in polynomial time. Hence, she cannot
map say cn—1 correctly to the corresponding attributes in {i(cli) kci kA, h(c2i) kci kA, . . ., h(cni) kci kA} in
polynomial time. Likewise, given the values {h(al) kci kA, h(a2) kci kA, ..., h(an) kci kA} which the candidates
received from Alice, they cannot compute for (al, a2 ,. .., an) in polynomial time. Hence, the candidates cannot
map say an—1correctly to the corresponding attributes in {A(al) kci kA, h(a2 ) kci kA, . .., h(an) kci kA}. Unlike
[14], the values Y and Z are not arranged lexicographically. This is to enhance security in this protocol. In this protocol,
as Y and Z values are randomly reordered, both Alice and Bob cannot know the attributes in Y N Z unless they
exchange their random numbers. As a result, in this protocol even if a candidate re-arranges Y, Alice will still be able
to compute the intersection. This assertion also applies to the case of a candidate when Alice tries to be malicious by
re-arranging Z. Table 1: Comparison of the security features in this protocol with some other matchmaking protocols
Protocol Attack on privacy level 1 Attack on privacy level 2 Attack on privacy level 3 semimalicious attack Number
of common attributes This protocol Yes Yes Yes Yes Yes Wang et al [3] Yes Yes Yes Yes No Xie and Hengartner
[20] Yes Yes Yes Yes No Agrawal et al [14] No No No Yes No

CONCLUSION

We have proposed a protocol that is efficient and privacy preserving. In this protocol, common attributes are
exchanged by the individual only when they meet a minimum threshold number of common attributes set by the
initiator of the matchmaking. Hence, before Alice and any of the candidates exchange their attributes they would have
met a minimum threshold number of common attributes set by Alice. Also, in this proposed protocol only the
matchedpair know the attributes they have in common.
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